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Vertdor ogrcs$ to prolttt studcnt inf<rrrrriltiorr irr a nranrrer lhut alkrrvs accorrS tc, studerrl inlirnntrtion.including l'll' ortlY h1 lhosc iutlivitltrlls rvlro arc autlrrlrized hl,trrc Agreemcn( or Ad4cndum .r acccsssaid inlbrmation' Pcrsultully idr:ntiliablc inlbrnrntion nrusr hc prorerrio try uppropriatrr i*cir,N nreasrrrL.s,including' buI tt'l ]intited to. the use.l'nse'lflmes. sccrlrc passrvords. encryplion, sccuritl qrrcstiurrr. antJt-tthcr similar ltlcasurcs^ vcndor's inlernal ncrrvork coutoining anl,sclxlol BuarrJ Irll nrust mrrintain.6ig1lcvcl ,f clect'onic llrotcction lo cnsurc the irrtcgrity <1,'sen.sitivc ilrtbnnarirr, anel ro prevc,t unauth,rizcrlaccess ill lltese syslc'lns"l'lre vcndorogrees lo per{irrrr rcgular reviurvs ol'its protection r*ctho6s anrlpcrform syslcrn auditing lo nrairrtuin pir:tection of ils st,sterns. Vclxloragrecs lo nrainlain inlcrnal svstent!i

;:Jiffi'l?ijl":Tfi,,::: 
,nauthorizcd uccess rhnt arc pare h<d. uf t,r,tor". ancr hnvc ,,n ;;;;;i,;;" 
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l'u enstrrc that thc'ntf intliviiluals and enlitics u'ho carr acccss anrrlor rccgivc stude,t data nre t,ose rhntItuve bccn specilicnlly authorieccl uttrJcr the ngrccmcnt to ilsccss arrd/or rece irc personally idcntillablcstudent dula' vettdor shall irrrplcrtre,rt *.riornlrrrrrs c:f authcnticalion io ide ntily the specilic individualrvlto is accessing or hns occcssed lhc itrluilnatiorr. Verrdor must iudividualty clrtcrmirre thu lcvel $1.'sccurity thsl rvill providc the stalulorily requiretl lcvel ol'prorc"rlo, nrr-rr'. studcnt dota ir rrraintains.venrlc'rr sltull not allorv atrv inrJivirlrral u, 
",rtiry 

unautlrenticarcd acccss ro conl'idcntiirl pers.rrollyidentifiablc student rccol<Is-ordatfl al un.v tirrrl. o,rly thosc indliyidurrls rvhose.iotr duties dircclly irrr*lvclulfillnrent ol'llte tcrnts ol'lhe Agrccnro,r, ,r.,hi, ArJdcnerrrnr. oncl rvho are in n ,.nccd to kflou,.,Sxrsiti,n,shull be pernrincd to occcss Pll or studcnt clara.

vend.r shall irrrplemcrtl npproPriate nreilsurcs r() srsurc rhc corrfidentiality and securiq, ol pcr,sonall;idcntifiablc inftlrtnati.rr' pr(,tocr ugnitsr atty unarrtl*rrizcd access or disclosurc of iulbrrnali.lr, arrrl ,rcvcrrtanyolltcractiort rvith regarcl to school non.,l t'll thnt c.rrld result irr subslanti*l lrarnr t, ths school tioilrrlor anv indiviclual i<lelrrilictl hy rhe datu.

Vcrtdor agrccs thnt atty rtntl {ll pcr.solrally identifi{blc studenI clata to rvhich Vcndor has ber:rr providcrlaccess and in vcnd,r's ptrs.c.ssi.,u rvill lic s{,red, processcrJ. ;,;; ;r;1,,;;;,,erj in a securc locariorr anrlsrrlclv ott dcsignatcrl scrver's. No school ttoartt cluia.,,r an1,ri,ne. rrr,l;il prtrccsscd on orlr.ln{iterrcd roanv podalllt c.rnputirtg de'ice or on1' puitnut. ,,orrg" midiunr h1, vciuror. unrcss trrar srorege nrc4ium isIn use ils pa.t ollhe vcndor'sdesigrrited hackurrun,i-r"ro"*r1. 1rro."r*r. Ail_scrvers. sronrgc" h,cLrps,antl netw,rk paths utilizcd in tl'c. d;li'cry-niriil ,.rui"" shail"bc. r.r,i*,i,*,1 rvithin ilre r initccl stares unrcssspecificully agrcccl lo irr *,ritiug t 1, rtre S"ti,rcri'Uoo..r.

veltdor agrecs tlral ilrl\'{ttlcl fllldata obtoined lrorn the school Board sherll bc used c.rprcssl;,ant! solelv torrltc ptrrposcs cnurne raicd in rr,".at;.;ii;;;;;, stralr nor h" ,tirl;i;r;.".t. uscd. <.rr sharcd ttrr ou1, othcr



pt'rposc' As rcquired b} I:'cderal and slatc l:lr, \'enrlor li,llrsrrgrc€i^ thut,o durn ol.anr- kirrd shnll 6crevcalc'd' lrnnsrnitte r'l' oxe hongod, or uthe rwisc pa,,scd ro ortrcr uinanr*'i,, pi;il:;,.il, l, Ip*"tn"or11pcrmittcd b1 lltc lernts ol'ltrc Agreenrcnt. vendirrstrall rrol ,.,tt. r.un*iii.. sharu. orpr()sess,ury stude,tdata lbr rny co,runcrcial, odvcn]sirrg. or marhctilrg purp()sc.

vettdorslralldcveltrpapolic-r fbrlhcprotcctitrrrantlrror&gcofarditlog:rvithregar4 l'Vcrrtlrrilccessirothc Schoo! lhitlll 5s1-1t"urc nfplicatiori lo tlrc c\lcnt rlrc srnrc ir hoslccl by Vend.r, .l 
hc p.lic.l, sh*llrcqttire tltc stOritrg of atlrJit log,s lncl rccr:rtls. vcndorunust rostricr u""ess to au<iir l.gs ro prevcrrtanlpcrirrg or altcring olaudit data.

vcndor is prrlritlcd t'rlisclosr: Pll and strtdcnr data t, irs crrplo5,ucs on a nced to knrlrv Susis crrrl1,. I.1ec.ttfidctttialitl r:bligatittns shall str^,ive terrrinati,rr 
"r 

,,,;: ri[."J,u*nir*it.r, vendor llrr su lorrg ,s l]reittlbrntati.n rcmaitt's ct'rnlitlenlial, rvhichever is long*, il itiiiir;;; to rhc hcrrerir o!.rhc sctr.or Iloard.
Vendor ackltorvlcdgcs atttl agrecs tltat utrautlrorizcd disclosurc (rr use of prolccled inlirrm,liurr nrn.r,irrcpurabl-v damage the Schoil 8.,*J itr st,.h u rray {har udcquare conrpcnsatiorr corrltl rrol br: rrblairredsolely in rlltrnelar)/ <Ianrages. AccoRlirrglv. thr: Schoot Boarrl shail t.,nrlJrn* right to seek irrjunclivc rclicfrcstraining lhe actutilor thl\'atuncd u,airt.orizc,J disclosrrrr .,, usc r.,f n,ry pr*r.r.:ctetj irrlirrrnrrtiorr. i,ttddition to all-v other retttetly othcnvisc availrhlc-1inct,,aing ,"aro,rtic,rtt.rnley lLcs). vcncl,r 5creb1,rvaivc-s the posling ol'a borril h1' school Rcurrd rvith rcspsct lo ap),ircti(,o lbr injurrctive rclir.f,

vcndor slrull cstablish' implelnent- ancl prtivitlc ru school ltoarcl evidcncc thercol, u clear rlnla breacSrcsponse plan outlining organizali.rtal p'licios and proct'clures tbr acidrcssing a potcntiul breach. vcndor.srespollsc plan shallrcquirc pronlp( rllspnrsc lirr nririir,izirrg ttr* risl.rt;uny f'urther dstn loss anil ,f a.ynegalive colis(jqucnccs.of tl:c hreach' lrrcluding potcrrtial hirrrr to afiectecl indivicluuls. A dura lrreach isanr instoncc in whieh thcrc is an nnautllorized'iir unl;rrvful relcuse oracccs.s uf pr.rsonallv iclqrrtiliablcinlormation or olltcr inforrnation not suiratrl"]ur public rsleasc. rtris Jennition upplies regardlus-s ofwhethcr vcndor slores alrr! tI1&nages the data directly,or tlrrough a contruclor, such as a cloud -serviccprrlvidcr.

Y"ltl"t itgrucs lo cortrply. tvith the rcquircmcnrs r>f l.a. I(.s. 5l:3071 et,rcr1. (l.ouisiana Dntabasc If rcachNotificntiott [-arv) ns **ll ns"n-ny othc'r'applicablc larrs .*g,rrdin; n.r,in*rio,, ot.irrtlivi<luals of r]uubrcaclles.' and to prtrvidc nr:lilicntion to irxliriduals in *r"i"*nrii,,nr,irrrn*r.,rr,cces{ ro or rclcase nl.persottally idcntifiahlc iltf.ntralittn (,r other sir,ilar cvent. In rtr. 
"u.,ri 

nt'o rlarn brcaclr, h*.och ol'any *1.lhc vendor's security obligaliorrs l,*r*,,,r,"1or, ,rr. ollrcr.evcnt rcquirir[ notificntion undcr upplicuhlc lnrv.Vendor ssrces lo rrotit' thi sehool llonrd inrrnc.diarcty. arrtl il;;;;'i";;"nsibilir\ for inlirrnrifig allirrdivirltrqls entitlctl to n.rticc ,,',d;t;;i;;J;'i;,-, arrtr r. inrJc,r.ify, h*rcr rrarrrrlcss anrl defcrrd rhcscltool lloard attd rls ertlpltryees fi''rrr and agai,isr arv and all cluims.4nmngcs. orcguscs,l'action rclntet{lo the unluthorizctl acccss andior rclcasc. 
*

ln lcc'rdattcc witlr applicablc statu arrd ledcrnl law. v.crrd,r ugrees that aurliinm liorn anv state. lqdcral.or ollter il8cnc), as r'cll.as strdilors.so a*rig,rui".l try tlrr: sclro& grrrJ, rl,urrhavc the o,tirrrr to aulil
]":ll;imX:c 

under thc Arldenclum o,ta'itr* agr"*n,.,nr, inJuJilil ,.or rir.i(ed ro pri'ac.v anrr

vcndor agrecs tlrat if'tlte tlriginll corrtract is lornrinatcd or il'thc original contruct er1:ires. Vr:,rl.,r s'allrclurn lll dntn obtaincd irr tlre pcrti:rmnncc ot'its rvorh undcr tlrc Agrecrrrcnt or tlrc Addcrrtlurn t(} tlresch.rrl Bo:rrd irl a usr':atrlc elcctronic lir.,r*i.'v-n,lur r-urther ng,""r'i,., ,i,*rcalicr crasc. dcstr,y. arrtl rr:rrderunreadable all tlatr, in t{s possessiorr or in the possessiou olperx:rrs an6 entitics *it; u.horn il huscotttrlcted lbr lhe pcrlorm.anc.c of ohligulicrns undc, the Agr."',r.:nt ,, A,J,I*r,.lr,rr, irr its cnrirety irr nmattn,jr lhnt prevcnLs its ph-vsical rccoristrrrcti.r, thruuglr,il;;;il;;.liuuo rit* rcsror*r.i(ur utilirics.



\t31do1 shitll ccrtily in writing tltut llre se octions hlve hccn corrrplctr-'d rvithin .j0 days ol'thc tcrnrirratirrnnl'tlrc crrntract or withirt sr:vcrr (7) days tioru rcccipt urany rcqrlest b,l lhe schoul lloard. rrhiclrr.vcr
corrrcs {lrst.
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